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OSINT Research Techniques 1 VALIDATION OF INFORMATION

1 Validation of Information

1.1 Check the URL

Take a good look at the address bar or URL.

1. The national bank of France (Banque de France)

(@) http://www.banquefrance.fr
(b) https://www.banquedefrance.com

(c) https://NationalBankOfFrance.tw/login.asp

2. Hiding, obscuring the URL

(a
b
(c

) 1
)
)
d) Latest Bond Movie ? garantueed free!
)
)
)

http://banquedefrance.fr
http://193.45.22.7/secure/login

—~~

http://www-ebay-com.login.com/secure/

—~

(e 3
f
(8

Banque de France ° , can you see the entire URL on your (very) tiny phone screen?

4 official website.

—~~

Banque de France

Banque de France, or ... >

Older techniques like replacing ASCII characters with their dWord value, hexadecimal value
or even octaal values won’t work anymore. Browsers are too smart for that.

3. A heritage. Just call the bank of quadronia
(a) "dr Mike Shukwuweta" chukwuweta®aol.co.uk

4. Protocol What protocol is used? HTTP? HTTPS?

Websites with sensitive data (banks, databases) use SSL protocols to be safe(r).

5. Executable or HTML page? Is the object being referred to a webpage, or, an executable pro-
gram?

(a) http://www.banqdefrance.fr/clients/login.asp
(b) http://www.banqgdefrance.fr/clients/login.com
(c) http://www.banqdefrance.fr/clients/login.exe

(See figure 71)

http://clickme.and.get.hacked/stupid!
2http://tinyurl.com/7nyshvd
3http://www.banquedefrance.fr.reuser.biz

4http ://www.banquedefrance.fr:secure_login_clients@www.reuser.biz
Shttp://www.banquedefrance.fr@213.73.89.122
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1) 2011 10SWG Annual Conference -- Helsinki, Finland - IDSWG new - Opens (=] ]
File Edit  Wiew History  Bookmarks Tools  Help

< | M Gezamenli.. | || osmr |ﬂ2011 105.. % |IEBBC Mews... |¥ }W:f1‘4 > o+ - x

| (- | m Whttps:ﬁwww.opensou' g C'] ["‘l" minsterie var)'?'] f Cl T
\-._/I_ D D

(2] Most visited @) etting”

1 i ‘fou are connected to -
The conference pre — EMS W|th|
Rrep ﬂw' OpEensoUrce.gov
The waather has not A which is run by =t befor
Also, on Tuesday we st ) a gooc
for the official dinner Verified by: GeoTrust, Inc.
- ¥ tion to this web site i ted b 3
Yoy will find attached (=] egﬂ;gﬁg”;;n'? B RS TR IR ce that
scheduled to have th you hay
you might have to dig

Figure 1: Certificate of OSC

6. Certificates

Secure websites use certificates to identify themselves. A bank website without a certificate is
...interesting.

Watch out for Diginotar certificates. Remove them from your system.

) Inloggen Mijn ING - Mozilla Firefox - | I:Ilil
File Edit ‘iew Hiskory Bookmarks Tools  Help
J = Inloggen Mijn ING Kl + |

<> M [ < ING BAMK MY (ML) 177 - (2'] [-']v nijf"]
A :

Figure 2: Certificate of ING Bank
(See figure “2)
7. Private? http://www.demon.co.uk/ BBCNews.html

And off course you dit LOOKUP the IP address and you also try to find out WHOIS behind a website,
and a TRACERT to identify the route to the target.

(© 2013 reuser’s information services page 5 Monday 4" March, 2013
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2 Cyber weapons

2.1 People

Best cyberweapon of all: human beings

Or, their attitude of nonchalance, indifference, ignorance, not caring, not believing, security not taken
seriously and general lack of awareness, can be used by hackers as a weapon.

People in general:

1. Don’t care
2. Don’t know

3. Areignorant

Typical remarks by people

1. "There is nothing of interest on my PC/laptop” Dream on. Ever heard of BotNet, or identity
theft
2. "I'have nothing to hide”

Really? What about: taxes, finance, sexlife, pincodes (of bank cards, of phones), secret lovers,
failures, fibs.

Remember the News of the World phone scandal?

Figure 3: Hacking starts early

(See figure “3)

(© 2013 reuser’s information services page 6 Monday 4" March, 2013
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2 CYBER WEAPONS

3. "My children don’t do things like that”

Dream on. Children are much more capable of doing things than you think. Remember the kid

who run a brothel from the classroom via mobile phone?

4. "My child is too young for such things”
Absolutely. It’s all the others isn’t it?

Who cares about security?

1. Helft kantoorpersoneel omzeilt beveiliging ¢ om te kunnen werken (“more than 50% of office

workers ignore security rules in order to be able to work properly”)

2. "Just 4% follow the password policies of their companies”. (Report 7 )

THE USE OF PASSWORDS FOR
CONTROLLED ACCESS TO COMPUTER RESOURCES *

Helen M., Wood

ABSTRACT

This report considers the generation of passwords
and their effective application to the problem of

controlling access to computer

resources,

After

describing the need for and uses of passwords,

password schemes are categorized
selection technique, lifetime,
characteristics, and  information

according to
physical
contentt

Figure 4: The use of passwords for controlled access to computer systems / Helen M. Wood. - 1977

(See figure “4)

2.2 Intercepting and cracking

Intercepting passwords on a network is not too difficult.

A password sniffer

”Listen carefully, I shall say this, only once”

1. With "password sniffers” one can sniff or listen for logonid’s and passwords

2. Listening utility loaded on 10.0.0.61, sniffing machine 10.0.0.51

3. Finds remote address, logon ID, password

(© 2013 reuser’s information services page 7
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—loj x|
File  Edit Options  Help
| > L
Index Protocol I Local Address I Remote Address | Local Pork | Reemoke Port | LUser | FPassword | Capture Time
@1 POP3 10.0.0.51 194,109.6.55 35589 i1 reuser W 210/2006 11:34:45 AM
| | >
| 4
Figure 5: A password sniffer
(See figure 5)
HTTP sniffer
A sniffer, sniffs, everything
1. The entire session is interceptedt
2. All pages are stored
3. Finds search behaviour, passwords
4. Only for HTTP protocols, not for HTTPS
EffeTech HTTP Sniffer - Unregistered Yersion o |EI|5|
File Wew Sniffer Help
[P @& XA e?|a
Mo | Time | Client(tp:PoRT) [ Server(l:PoRT) [ URL | File Length | Status [+]
7z Sep 10, 11:52:29  10.0.0.61 :2386 Z216.74,159,103 :80  [images/pix_white.gif 35 Responded, 200
7. 1 images)searchsponsor.gif
7 X 1
75 Sep 10, 1 41 10.0.0.61 :2376  216.74.159.106 :80  jsuccess.html Responded, 200
7 Sep 10, 11:52:41 10.0.0.61 :2377  216.74.199.106 :80  [public/ssifmain.css 4157 FIN, 200
77 Sep 10, 11:52:42  10.0.0.61 12377  216,74,159.106 ;80  fimages/pix gif FIN, 404
75 Sep 10, 11:52:42  10.0.0.61 :2379  216,73.67.52 :80 Jadifwaw janesonline.comy,., 3257 FIN, 200
79 Sep 10, 11:52:42  10.0.0.61 :2380 216.74.159.106 :80  jpublicfimagesimainjaneslo... 2784 FIN, 200
a0 Sep 10, 11:52:42  10.0.0.61 :2381 216.74.159.106 :80  /publicfimagesback.gif a7 FIN, 200
81 Sep 10, 11:52:42 10.0.0.61 :2366  216.74.159.103 :80  Jadsjhousedds/Consulkanc,.. 145947 Responded, 200
gz Sep 10, 11:52:42  10.0.0.61:2380  216,74,159.106 :80  fpublic/images/back.jpg 512 FIN, 200
83 Sep 10, 11:52:42  10.0.0.61 :2381  216,74,159,106 :80  fpublicfimages go.gif 255 FIN, 200
84 Sep 10, 11:52:53  10.0.0.61 :2380 216,74,159.106 :80  Jpublicfimagestitle_back.gif 46 FIN, 200
85 Sep 10, 11:52:53  10.0.0.61 :2381 216.74.159.106 :80  jpublicfimagesfwelcome_titl... 1397 FIN, 200
86 Sep 10, 11:52:53  10.0.0.61:2376 216.74,159.106 :80  [publicfimagesftop_backl.gif 380 Responded, 200
&7 Sep 10, 11:52:53 10.0.0.61 :2384 216.74.159.106 :80  /publicfimages)pix.gif 43 FIN, 200
88 Sep 10, 11:52:53 10.0.0.61 :2384 216,74,159,106 :80  Jpublicfimagesjfolder3a_tes,.. 662 FIN, 200
82 Sep 10, 11:52:53  10.0.0.61 :2376 216,74,159,106 :80  Jpublicfimagesjfolder3_test.,, 662 Responded, 200
90 Sep 10, 11:52:53  10.0.0.61 :2384 216.74.159.106:80  [publicjimages folderd_test.., 724 FIN, 200
91 Sep 10, 11:52:54  10.0.0.61 :2376 216.74.159.106 :80  jpublicfimagesifolder_bitl.gif 241 Responded, 200
92 Sep 10, 11:52:54  10.0.0.61:2376 216.74,159.106 :80  [publicfimagesftop_backS.gif 313 Responded, 200
93 Sep 10, 11:52:5< 10.0.0.61 :2384 216.74.159.106 :80  /publicfimagesftop_backZa.gif 48 FIN, 200 LI
Ready [Buffer: 1% [URLs: 117 [Packets: 1184 4

Figure 6: Intercepting full HT'TP traffic
(See figure "6)

(See figure 77)

Protected storage passwords

Very safely stored by Microsoft on your disc.

6Beveiligingsbeleid.txt
"PasswordAuthenticationfromaHumanFactorsPerspective.pdf

(© 2013 reuser’s information services page 8 Monday 4" March, 2013
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HTTP Communications Detail ﬁl

Detail | Content PaCketSlEommands

Select a Packet

Data

0180: &c 6L 74 65 0d Oa 55 73 65 72 2d 41 67 65 6e 74 late..User-igent ;l
0190: 3a 20 4d 6f 7a 69 6c 6c 61 Zf 34 Ze 30 20 28 63 : Mozilla/s4.0 (c
O0la0: &6f 6d 70 61 74 69 62 6c 65 3b 20 4d 53 49 45 20 ompatible; MSIE

Olb0: 36 Ze 30 3b 20 57 69 6e 64 &£ 77 73 20 4e 54 20 6.0; Windows NT

OlcO: 35 Ze 30 3b 20 Ze 4e 45 54 20 43 4c 52 20 31 2e 5.0; .NET CLR 1.
01do: 31 Ze 34 33 32 32 29 0d Da 43 6£ 73 74 3a 20 77 1.432Z)..Host: w
Oled: 77 77 32 Ze Aa 61 6e 65 73 Ze 63 6f 6d 0d Oa 43 wwi. janes. com. .C
01f0: 6f Ge 74 65 6e 74 2Zd 4c 65 Ge 67 74 65 3a 20 31 ontent-Length: 1
0200: 39 3Z 0d 0Oa 43 6f e 6e 65 63 74 69 6 6e 3a 20 92..Connection:

0210: 4b 65 65 70 2d 41 6c 63 76 65 0d 0a 43 61 63 68 Keep-Aliwe..Cach
0220: 65 2d 43 6f 6e 74 72 6f Ac 3a 20 6e 6f 2d 63 61 e-Control: no-ca
0230: 63 63 65 0d O0a 0d 0a 62 61 64 4c 6 67 63 6e 55 che....badLoginll
0240: 52 4c 3d 63 74 74 70 25 33 41 25 32 46 25 3Z 46 RL=http%34%2F%2F
0250: 77 77 77 32 2Ze fa 6l fe 65 73 Ze 63 6 6d 25 32 wuwi.janes.con%Z
0260: 46 70 75 62 6c 69 63 25 32 48 62 6c 6f 67 69 e Fpublic%2Fblogin
0270: 2e 68 74 6d 6c 26 65 72 72 54 65 6d 70 6o 61 74 .htmlserrTemplat
0280: 65 3d 6c 6E 67 69 6e Ze 68 74 6d A6c 26 72 65 64 e=login.htmlsared
0290: 69 72 65 63 74 55 52 4c 3d 68 74 74 70 25 33 41 irectURL=http%3i
O2al: 25 32 46 25 32 468 77 77 77 32 Ze 6a 6l 6e 65 73 %2F%iFwmwz. janes
02b0: 2e 63 6f 6d 25 32 46 73 75 63 63 65 73 73 2e 68 .com%2Fsuccess.h
02ZcO: 74 6d 6c 26 75 73 65 72 6e 6l 6d 65 3d e 6c 6d tmlsusername=nlm
02d0: &6f 64 26 70 61 73 73 77 6f 72 64 3d 6a 61 Be 65 odspazsword=jane
D2eD: 73 26 73 75 62 6d 69 74 Ze 786 3d 358 26 73 75 62 sssubmit.x=Sssub
02f0: &6d 69 74 Ze 79 3d 32 01 56 e0 03 45 ce Ob Os 00 mit.y=2.¥..E....

[ 2f
] I Cancel I Apply I

Figure 7: Finding the password while intercepting HTTP traffic
FLEENTEET T =iax]

T b 1 [ i Wi [ Pomgmrd | Protectes ey fe ]
i vt gty LT 0P Ser e P

Merer Ay ioed

reaesat Poplores| Jterrel Daplrar

plerar

-

Outiah Expemis A
Cutisd E-pms 10erity  Pan Lowrepy
risd

i o 58w of P

- [ vmeme. ot e Mgt g i Bammer |
Dt |, g g mrE gl s bt w ol eand £l
bbbt wefrad ¢l

e

Fepsnat L ophie sl i et £ -ploes

Figure 8: Protected Storage Passview

(See figure "8)

Do you ever check you public libraries PC’s? Can visitors plug in flash memory drives?

(© 2013 reuser’s information services page 9 Monday 4" March, 2013
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3 Identity fraud

3.1 Faking identities

On the internet, many simply fake complete identities making it difficult to establish true authorship.

Ein Lichtbildausweis

Dutch journalist Brenno de Winter created a fake ID card that gave him access to all kinds of official
8910

institutes for nine months

Figure 9: journalist Brenno de Winter fake ID

(See figure 79)

Got access to, amongst others:

1. Ministries of General Affairs, Home office, Security and Justice, Health, Infrastructure
2. National Cyber Security Center, Houses of Parliament.
3. Nationale Police corps, Police The Hague, Royal Military Police

4. Also accepted as legal ID to vote for parliament

Robin Sage
Robin Sage, an example of a fake, new identity.

(See figure "10)

8Winter — ID bewijzen slecht gecontroleerd / Brenno de Winter. - NU.nl, 24 September 2012

9RTL —~ RTL Nieuws 24 september 012

1ONRC -~ Minister Spies belooft betere controle identiteitsbewijs Marije Willems. - NRC Handelsblad, 25
September 2012

(© 2013 reuser’s information services page 10 Monday 4" March, 2013
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Figure 10: Robin Sage

1. 25-year-old “cyber threat analyst”

Naval Network Warfare Command in Norfolk, Virginia
Graduated from MIT

10 years of work experience

offered several high-ranking positions with a.o. Google, Lockheed Martin

A

Gained access to email and bank accounts; to personal documents; learning the location of
secret military units based on Facebook photos of soldiers and connections between different
people and organizations.

7. Got offers to speak at several conferences.

The truth? Robin Sage is a military exercise. The girl on the photograph is a porn star. Robin Sage
was invented by Thomas Ryan (The Guardian, 24 july 2010).

3.2 Giving away identities

Facebook

Loosing your identity in Facebook.

A case of a Dutch diplomatic who is updating her status in Facebook:
(See figure "11)

Facebook ’friends’ giving friendly advice :

(See figure "12)

(See figure "13)

(© 2013 reuser’s information services page 11 Monday 4" March, 2013
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Twitter

& s 0
s>

Hey! This is awesome

Insane! Awesome tool to see who looks at your pics >> http://goo.gl
14KG2p

Figure 11: A ’lost’ account in Facebook

(2) Facebook - Mozilla'Firefox

EER)
File Edit View History B Tools Help
B L R https:/jwww.facebook.com/ vl @ [#3~ [ cathay pacific Q,

[6]0SINTV3 [g]r [g)Google Calendar [g)bitly [¢)OSINTMT [g] OSINT (Open Sourc...

| [6) Reusemet 3| [0 Reuseme! % (2) Facebook
N LIRS - CUMTTTIETT - B 28/ NARIF

» | I About Sponsored Stories - .. 3¢ | +
S o ayu Vid CasTE e 5

I-hsien Ting banished a beastie on CastleVille

LY

Want in on the action? Click to play CastleVille now

@ Like - Comment - 5 hours ago via CastleVille

Wim ‘Ilkes Rijksmuseum.
1 E Like this Page - 9 hours ago - Sponsored
L Mario Profaca
"Kako bre volim ovog Josipovi¢al Mnogo je dobar ovek!" (Boris Tadi¢, 5. veljate 2012.)

2 Index doznaje: Josipoviéev ZAMP Josipoviéevom prijatelju
isplatio 33 milijuna kuna!
8 www.index.hr

POREZNA uprava pita za 5to je Josipovicev ZAMP turtki
Josipoviceva prijatelja isplatio 33 milijuna kuna.

lﬂ Like - Comment - Share - 13 hours ago -
L3

Y 2 people like this.

ﬂ Mario Profaca Tko o &emu, Ivo Josipovic 1# Chat (Offline)
(T m

I
Done

D]

Figure 12: Facebook sponsored ’likes’

Loosing your identity in Twitter.

(See figure “14)

(See figure "15)

Twitter "friends’ giving friendly advice:

Friendly advice about my "Blue Screen of Death’. Here is the original Tweet published by me on 20

Feb 2012 in the night somewere, and further down the responses.

(See figure "16)

(See figure “17)

(© 2013 reuser’s information services
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,:E Create event

12 app requests outstanding

Sponsored Create an advert

Figure 13: Facebook sponsored ’'likes’ 2

John RN

WOW I cant believe that you can see who is viewing your profile!l just saw my top
10 profile peekers and 1 am SHOCKED from who is viewing my profile! You can
also see WHO VIEWED YOUR PROFILE here: http:/ftinyurl.com/3dhac5f

Like - Comment - 2 minutes ago via PR16 - 14
Mario Profaca

What's on my mind? Demi Moore, of course!
Like - Comment - 9 hours ago - @

5 2 people like this.

LJ View all 11 comments

Figure 14: Advice from a friend, or not?

This made me laugh so hard when i saw this about you lol wb2.biz/gw
Direct message sent by MichelWesseling (@wesselim) to you (@ArnoReuser) on Sep 20, 1:16 AM.

wesselim
wichelvasiiliie
nt to receive mobile notifications?
Download Twitter for your phone »

Figure 15: Another ’lost’ or ’stolen’ account

Arno Reuser  ArmoReuser 13h
New laptop, new Win7, new design, new layout, new devices, new
drivers, new Blue Screen of Death. In under 3 days. What's new in

ICT?

Figure 16: BSOD Tweet by Reuser

(© 2013 reuser’s information services page 13 Monday 4" March, 2013
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Jerrie Enmon - Jerriewvsb
(@ArmoReuser Visit this cool blue screen error repair tool

| FixErrors2011.com/ttfix-blue_scr...

| Hortencia Levee  Hortenciau7éc
i (@ArnoReuser Visit this cool blue screen error repair tool
: FixErrors2011.com/ttfix-blue_scr...

Jeanene Wadlow Jzanenedied
([@ArnoReuser Visit this cool blue screen error repair tool
FixErrors2011.com/ttfix-blue_scr. ..

Cassidy Sorbello  Cassidyptip
@ArnoReuser Visit this cool blue screen error repair tool
FixErrors2011.com/ttfix-blue_ser. ..

Vivien Famulare vivienwrs
([@ArnoReuser Visit this cool blue screen error repair tool
FixErrors2011.com/ttfix-blue_scr. ..

Rossana Gormly < Rossanadiox

~ ([@ArnoReuser Visit this cool blue screen error repair tool
\ FixErrors2011.com/ttfix-blue_scr...

Leonia Fruman [ =oniagafy
(@ArnoReuser Visit this cool blue screen error repair tool
FixErrors2011.com/ttfix-blue_scr...

MOReform MORziom

2h

4h

4h

5h

@ArnoReuser What's your opinion of Mac OSX? More stable? More

secure against common toolkit RAT's?
< In reply to Ao Reuser

Figure 17: Twitter abused identities

(© 2013 reuser’s information services page 14
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4 Internet

4.1 IP numbering system

How do computers on a TCP/IP network 'find” eachother?

IP Numbers

Each and every device connected to the Internet has an IP number. A IP number consists of four 8
-bit integers connected by dots.

Examples:

193.10.14.71 - IP address
213.84.242.64 - IP address of your teacher

Addresses to remember

(See table™ )

Table 1: Reserved IP numbers

IP address Description
192.168.0.0 Start of a Class C private range. By convention used for
Intranet and other private networks.
10.0.0.0 Same.
127.0.0.1 Loopback device (i.e., your own machine)
0.0.0.0 Reserved. Used when there is no connection to the Net.

Also used for messages with unknown origin.

And more. See JANA

The organisation of IP addresses

The organisation and issuing of IP adresses needs to be carefully controlled.

There is one single organization responsible for the entire system, with five subordinate organiza-
tions.

(See figure "18)

(© 2013 reuser’s information services page 15 Monday 4" March, 2013



OSINT Research Techniques

4 INTERNET

(See table™)

TANA

AfriMIC

Figure 18: Five Internet registries

Table 2: A hierarchy

Top Regional registries top level domains ISP’s
IANA IP nos. Domain names

ARIN

APNIC AF: Ministry of Communications
and IT ' .CN: Computer Net-
work Information Center, Chinese
Academy of Sciences '? .PK: Star
Joint Venture Company 3

RIPE NCC IR: Institute for Research in Funda-
mental Sciences '* .IT: ITT-CNR '
NL: SIDN !¢ .UK: NomiNet UK 7

LACNIC

AfriNIC

IANA holds the IPv4 address space registry, the allocation of IP address space to various registries.

See: www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xml

Listing of Regional Registries '® with list of countries of each.

Unttp:
12http:
13http:
Yhttp:
Bnttp:
Bnttp:

170

//www.nic.af/

//www.cnnic.cn/

//www.star.co.

//www.nic.ir/
//www.nic.it

kp/

//www.domain-registry.nl/

L
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4.2 You and the Internet

Introduction

There are (many) other computers, nodes, WIFIs etc between your machine and the machine that

you wish to go to. They all make a copy of your message(s).

Network topology may be represented by a Pyramid, like below.

Network access
points

Network Service
Provider

Network Service
Provider

Regional Regional \
Service Provider| Service Provider,

Network Service
Provider

Regional
Service Provider|

Internet Service
Provider

Internet Service
Provider

Internet Service
Provider

Internet Service
Provider

Internet Service
Provider

Internet Service
Provider

258.12.2243
258122243 WiFi / router

- 192.168.2.0 192.168.2.1 192.168.2.3
192.168.2.1 192.168.2.3
/f.\ laptop Fe Phone
laptop PC Phone 192.168.2.4 192.168.2.2 192.168.25
192.168.2.4 192.168.2.2 192.168.25

Figure 19: An Internet Pyramid

(See figure "19)

4.3 Traceroute

A tool that may come in handy sometimes

What does traceroute do?

1. Tool to display the root between the source computer (you) and the final destination
2. Lists all machine in between, names and IP addresses
3. Useful for validation purposes

4. Useful for reliability checks.

How to use?

1. Win7/XP: start - all programs - accessories - (DOS) command prompt
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2. Typein: tracert www.whitehouse.gov [enter]

3. Linux: start a console and type in:  traceroute www.whitehouse.gov

>tracert www.afghan.com

Tracing route to www.afghan. [209.123.16.9]
over a maximum of 36 hops:

841 972 €0.drl1.s340.xs4all.net [194.109.30.11]
1161 972 11.ge-0-2-0.xr1.s340.xs4all.net [194.109.
971 972 0.ge-0-3-0.xr1.d12.xs4all.net [194.109.5.
962 971 0.s0-6-0-0.xrl.tc2.xs4all.net [194.109.5.
972 1161 amsixl.telecomplete.net [195.69.144.178]
982 961 €0-44-r3.thn.telecomplete.net [193.0.255.
971 v100-r2.thn. telecomplete.net [213.166.96.
971 1162 267.ge-0-0-0.gbrl.1ltn.nac.net [213.160.97.146]
971 1162 ©.ge-6-0-0.gbr2.oct.nac.net [209.123.11.50]
981 1172 signature.visual.com [209.123.16.9]

1
2
3
4
5
6
7
3
9
(]

[y

Trace complete.

Figure 20: traceroute

(See figure 721)

4.4 Ping

A tool that may come in handy sometimes

What does Ping do?

1. Tool to send a "ping’ to a destination and get a reply back
2. To find out if you have a working Internet connection
3. To find out if a destination is online

4. To find a IP address for a DNS

How to use?

1. Win7/XP: start - all programs - accessories - (DOS) command prompt
2. Typein: ping www.whitehouse.gov [enter]

3. Linux: start a console and type in:  ping www.whitehouse.gov

(See figure 721)

(© 2013 reuser’s information services page 18 Monday 4" March, 2013



OSINT Research Techniques

4 INTERNET

> ping news.bbc.co.uk

Pinging newswww.bbc.net.uk [212.58
data:

Reply from 212.58.226.30: bytes=32
Reply from 212.58.226.30: bytes=32
Reply from 212.58.226.30: bytes=32
Reply from 212.58.226.30: bytes=32
=

time=90ms
time=80ms
time=80ms
time=80ms

Figure 21: traceroute

TTL=120
TTL=120
TTL=120
TTL=120

.226.30] with 32 bytes of
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5 Privacy anonymity

5.1 You own your own data

Who is the owner of your data? You?

AT&T

AT&T 12 owns all your data (offline 2 ). Have a look at a anouncement about a change in privacy
policy.

While your Account Information may be personal to you, these records constitute business records
that are owned by AT&T. As such, AT&T may disclose such records to protect its legitimate business
interests, safeguard others, or respond to legal process. Specifically, AT&T provides Account Infor-
mation to collection agencies and/or credit bureaus. We may disclose your information in response
to subpoenas, court orders, or other legal process, or to establish or exercise our legal rights or de-
fend against legal claims. We may also use your information in order to investigate, prevent, or take
action regarding illegal activities, suspected fraud, situations involving potential threats to the phys-
ical safety of any person, violations of Service Terms or the Acceptable Use Policy, or as otherwise
required or permitted by law. SecurityFocus 2006-06-30.pdf

LinkedIn
Here are a few extracts:

You grant LinkedIn a nonexclusive, irrevocable, worldwide, perpetual, unlimited, assignable, subli-
censeable, fully paid up and royalty-free right to us to copy, prepare derivative works of, improve,
distribute, publish, remove, retain, add, process, analyze, use and commercialize, in any way now
known or in the future discovered, any information you provide, directly or indirectly to LinkedIn,
including, but not limited to, any user generated content, ideas, concepts, techniques or data to the
services, you submit to LinkedIn, without any further consent, notice and/or compensation to you
or to any third parties. LinkedIn user agreement, section 2B, 2013

We use the information you provide to: [...] create and distribute advertising relevant to your or your
network8217;s LinkedIn experience. If you share your interactions on LinkedIn, for example, when
you recommend a product, follow a company, establish or update your profile, join a Group, etc.,
LinkedIn may use these actions to create social ads for your network on LinkedIn using your profile
photo and name. LinkedIn Privacy Policy Highlights 2013

Twitter

"You retain your rights to any Content you submit, post or display on or through the Services. By
submitting, posting or displaying Content on or through the Services, you grant us a worldwide, non-
exclusive, royalty-free license (with the right to sublicense) to use, copy, reproduce, process, adapt,

YAT&T: http://www.securityfocus.com/news/11398
205ecurityFocus2006-06-30. pdf
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modify, publish, transmit, display and distribute such Content in any and all media or distribution
methods (now known or later developed).”

"You agree that this license includes the right for Twitter to provide, promote, and improve the
Services and to make Content submitted to or through the Services available to other companies,
organizations or individuals who partner with Twitter for the syndication, broadcast, distribution
or publication of such Content on other media and services, subject to our terms and conditions for
such Content use.”

”Such additional uses by Twitter, or other companies, organizations or individuals who partner with
Twitter, may be made with no compensation paid to you with respect to the Content that you submit,
post, transmit or otherwise make available through the Services.”

”"We may modify or adapt your Content in order to transmit, display or distribute it over computer
networks and in various media and/or make changes to your Content as are necessary to conform
and adapt that Content to any requirements or limitations of any networks, devices, services or me-
dia.”

(See Twitter Terms of Service, [chapter] 5 Your Rights, jan 2013

Facebook

Some want access to your name and picture to use on their behalf.

Friends Around the World

Figure 22: Facebook app Get Friend Map

(See figure “22)

Request for permission: post to Facebook as me: Get Friend Map may post status messages, notes,
photos and videos on my behalf Page.me
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Using Facebook and Skype

Here is the price you pay if you want to use Facebook via skype:

(See figure "23)

Skype Home  Profile

Skype is requesting permission to do the following:

Access my basic information
Includes name, Profile picture, gender, networks, user ID, list of
friends and any other information I've made public.

Access my Profile information

About me, Birthday, Hometown, Current location, Website and
Facebook status

Access my photos

I;\j Access my videos

Access information people share with me
Birthdays, Hometowns, Current locations, Websites, Photos, Videos,
"About me' details and Facebook statuses

Send me email
Skype may email me directly at a@reuser.biz - Change

IE Post to Facebook as me

Skype may post status messages, notes, photos and videos on my
behalf.

Access posts in my News Feed

ufl Access my data any time

= Skype may access my data when I'm not using the application.

@ Access Facebook Chat

& Check-ins
Skype may read my check-ins and friends’ check-ins.

By proceeding, you agree to Skype's Terms of Service and Privacy policy - Report app

Skype

Figure 23: Using Facebook via Skype
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6 Safe(r) searching

6.1 Prepare your machine

Get ready for searching by preparing your machine in order to get organised for research and to
prevent leaving behind too many traces while searching the Net.

Organize your machine

1. Create a separate partition on your hard disk to hold all your data. Keep the partition with the
operating system as clean as possible

2. Turn on automatic updates

For your operating system as well as your software. This has its disadvantages (some providers
are suspect of pushing all kinds of Beta software to their clients this way as a cheap means of
advertising) but in general you are much safer this way.

3. Create a directory on your data partition called ”All Downloads”. Use this directory to "dump’
everything you download for later processing

4. In’services’, turn off all software or services that you do not need anyway (like bluetooth?)

"Cleaner’ software

Download, install and use on a daily basis software to clean your machine from traces left behind
while searching.

Such as: CCleaner 2! (Piriform).

Turn "off” your machine

Turn your machine off once a day (prevent the "sleep” mode) to allow the operating system to install
patches and security updates.

Providers

Use multiple providers and change regularly. Do not always make use of the same one.

Email adresses

In addition to your normal email account, create a few extra email accounts, some with regular
providers, some with free providers.

21CCleaner: http://www.piriform.com/ccleaner/download /standard
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Create a bunch of aliases for some of the email adresses

Example:

. a@reuser.biz : official address of Arno H.P. Reuser

harewood@xs4all.nl : address used by Arno to register with hotels, buy tickets, reserve acco-
modation, buy subscriptions, temporary access, etc.

nedbib@reuser.biz : used by Arno to administer the NEDBIB Listserv discussion list
dead.bishop@xs4all.nl : used by Arno for online games, other crap, silly things

(and many more)

Prepare the browser

Preferred browser: Mozilla Firefox. Worst browser: Microsoft Internet Explorer

. Find, and turn on, the Browsers bookmark toolbar. Remove links you do not need from the

toolbar

Make some bookmarks to often used website. Put some of these bookmarks on your bookmark
toolbar for quick access

Turn the statusbar on
Install important add-ons, plug-ins, etc.

Turn the ‘Download Directory” of your browser to the download directory you just created.

Recommended Add-on’s for browsers

(See tigure “24)

For Mozilla Firefox, use the following for author verification purposes:

N A e »DN

Active Whois plugin for Firefox 3.0

DT Whois 1.7

FlagFox 4.1.13

Site Information Tool

WhoisDomain - All in One Site Lookup 3.0
WorldIP 2.2.0

Ghostery
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BEE

@
= & 0
Get Add-ons Themes Plugins

Check4Change 1.9.3

.@ DT Whois 1.7
Domaintools.com whois button for Firefox

» Firebug 1.7.3
Web Development Evolved.

\;I%_

Ghostery 2.7.2

| Ereferences'
Site Information Tool 1.2

k)

‘ Update Scanner 3.1.3
Monitors webpages for updates

WorldIP 2.2.0

Zotero 3.0.3
The Mext-Generation Research Tool

| Find Updates|

2 Periodically checks for changes within a webpage.

\%4 Flagfox 4.1.13
Displays a flag depicting the location of the current server

Ghostery identifies and allows you to block the 3rd parties (web bugs) that are h...

Provides information about a webpage (or website) including domain registratio...

WhoisDomain -All In One Site Lookup 3.0
Whoisdomain.net site lookup ( whois,alexa rank,server ip,pagerank,Google inde...

Worldwide ping and traceroute. Shows flag, country, city, provider, datacenter, r...

| Disable | | Uninstall

Close

Figure 24: Mozilla Firefox Add-on’s

Save your work

Use Reuser’s Methods and management techniques to save your queries for future reference and

forensic evidence.

Consider extra tools to save the webpages you have visited (also for evidence)

1. Scrapbook 1.5.5 22

”ScrapBook is a Firefox extension, which helps you to save Web pages and easily manage
collections. Key features are lightness, speed, accuracy and multi-language support. Major
features are: * Save Web page * Save snippet of Web page * Save Web site * Organize the
collection in the same way as Bookmarks * Full text search and quick filtering search of the

collection * Editing of the collected Web page”

In Mozilla Firefox, install Scrapbook from the Add-ons.

(a) Scrapbook Plus 1.9.23.40

228crapbook 1.5.5: https://addons.mozilla.org/en-US /firefox /addon /scrapbook/
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(b) Scrapbook AutoSave Improved 1.4.0

2. Zotero 23

”Zotero is like a personal research assistant, inside your browser. It includes the following
features, among others: Automatic capture of citation information from web pages ; Storage of
PDFs, files, images, links, and whole web pages ; Flexible notetaking with autosave ; Fast, as-
you-type search through your materials ; Playlist-like library organization ; Formatted citation
export with thousands of popular publisher and journal styles available ; Tight integration
with Microsoft Word and LibreOffice / OpenOffice via plugins ; Synchronize and back up your
research library to zotero.org ; Create and share public or private research groups to collaborate
with other Zotero users ; Automatically extract and identify metadata from PDFs ; Automatic
support for library and other institutional proxy servers”

Privacy settings browsers

Browsers offer settings to safeguard your privacy

["lFox'News = Breaking News Updates| | 'atest News Headlines! | Photos & News Videos - Mozilla Firefa (=) @[]
File Edit View History Bookmarks Tools Help

[ﬁ http:/fwww.foxnews.com/ Ean= e V] G B 8 @ 2a

[8]0SINTV3 [@|rr [e]Google Calendar [g)bitly [@]|OSINTMT [g]ris [¢]NewBooks k

| LMl Fox Mews - Breaking News Upd...| % v

[l Fox News | [ Fox Business | £f uReport Fox News Radio | || Fox News Latina [ RS e v P — H
q 11

o — April 14, 2012 — Updated at 2:20 AMET ON AIR NOW »

Search Red Eye wi Greg Gutfeld Reill
US| Host: Greg Gutfeld

/NEWS

Fair & Balanced (ETTEETETETg) GAS PRICES + SHATTERED DREAMS

I Home Video Politics us. Opinion Entertainment SciTech Health

GSA Watchdog Seeks Criminal Probe e roxeus.cou

Missed the show? Catch the

b Agency executives, already criticized Shoudthe U S. be concerned ov{<]
[ O : I L)

Transferring data from streamplayer.foxnews.com... £ Blocked:90f9 zotero 4} @) b

Figure 25: Mozilla Firefox Ghostery

(See figure "25)

Mail signatures

Never use mail signatures.

Turn OFF the option to automatically decode and open attachments.

CD ROM /DVD

To experiment in a safe(r) way, do the following

1. Load and run your laptop with an operating system from DVD/CD

23Zotero: https://addons.mozilla.org/en-US /firefox/addon/zotero/?src=search
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2. Use your laptop in a public place with a public WIFI

3. Or even, remove the hard disc

6.2 Where does an e-mail really come from?

By opening up the source of an email and examining the headers, one can identify the originating
IP address. If lucky, this can be traced back to the originator by using some simple tools. It is called
reverse IP engineering. Here’s how.

An email, we won!

# URGENT ATTENTION NEEDED (ASAP) I [=]

Bestand Bewerken Beeld Bdra  Bercht Help

& Beantwoorden 4 Alen beantwoorden ) Doorsturen | e X | & & | B [ ‘

Van: DR CHUKWUWETA MIKE <Firstintbank @aol co uk>:
Datum- 15 May 2007 04:26

Aan: undisclosed recipients:;

Onderwerp: URGENT ATTENTION NEEDED (ASAP)

OFFICE OF THE DIRECTOR OF OPERATION
INTERNATIONAL CREDIT SETTLEMENT,

FIRST NATIONAL BANK

ATTENTION: BENEFICIARY ( ATM CARD DUE TO YOU )

THIS IS TO OFFICIALLY INFORM YOU THAT WE HAVE VERIFIED YOUR CONTRACT
AINHERITANCE FILE AND FOUND OUT THAT WHY YOU HAVE NOT RECEIVED YOUR

PAYMENT IS BECAUSE YOU HAVE NOT FUFILLED THE OBLIGATIONS GIVEN TO YOU IN
RESPECT OF YOUR CONTRACT/INHERITANCE PAYMENT. =

I Y

Figure 26: Phishing : first national bank

(See figure 726)

Open up the source file

Also called 'headers’, or just 'source’. Differs per client, but in MS Outlook 2003 right click on the
message title, then choose Options.

The website WHO®@ 24 (WHOA, Working to Halt Online Abuse), has a list of about 30 email clients
with for each client, how to get the headers.

(See figure “27)
which results in :

(See figure "28)

The headers

The e-mail headers look like the following:

24WHOQ: http://haltabuse.org/help/headers/
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¥9 Inbox - Outlook Express —1o1x]
File Edit Yiew Tools Message Help ‘ ,f,l
4 = \ o8
. =g & w8 =] U At a3
Create Mail Reply Reply Al Forware d Print Delete SendRecy Addresses  Find
= Inbox

Folders x rion
[ outlook Express
145 Local Folders

10/01§2010 02:26

Ea Inbox quest (47730095)  10j01/201009:25
Fh outbiox | »
B Sent Items

(F Deloted ltems | FYOmM Syracuse University LISTSERY Server {14.4) To: John Smith
B Draft Subject: You are now subscribed to the DIG_REF list

rafts
=
Sun, 10 Jan 2010 03:26:00 J
Your subscription to the DIG_REF kst (Discussion of digital reference
services) has been accepted
Conkacts ~ X | Please save this message for future reference, especially if this is the

first time you are subscribing to an electromc mading hist. If you ever
There are o contacts b " 3
display. Click on Contacts to | need to leawe the list, you will find the necessary instructions below
Creats & new contact, Perhaps more importantly, saving a copy of this message (and of all
fiature subscription notices from other mailing lists) in a special mail
folder will give you nstant access to the list of mailing lists that you

4 message(s), 0 unread =1 working onine

|

Figure 27: MS Outlook Express

Open
Prink

Reply to Sender

Reply to Al

Forward

Forwatrd As Atkachment

IMatk as Read
Mark as Unread

Mowe to Folder. ..
Copy ko Folder. ..
Delete

Add Sender to Address Book

Froperties

Figure 28: Clicking the right hand side mouse button

Return-Path: Firstintbank®@aol.co.uk

Received: from Conwy.ReuserNET.nl (localhost.localdomain [127.0.0.1]) by
localhost.localdomain (8.13.8/8.13.8) with ESMTP id 14FAOHSX003147
for $<$reuser@localhost$>$; Tue, 15 May 2007 12:04:46 +0200

Received: from pop.xs4all.nl [194.109.6.55] by Conwy.ReuserNET.nl with
POP3 (fetchmail-6.3.6) for $<$reuser@localhost$>$ (single-drop);
Tue, 15 May 2007 12:04:46 +0200 (CEST)

Received: from mercury.worldispnetwork.com (mercury.worldispnetwork.com
[216.219.94.71]) by mxdrop28.xs4all.nl (8.13.8/8.13.8) with SMTP id
14F2anB9014134 for $<$bibliothecaris@xs4all.nl$>$ Tue, 15 May 2007
04:36:51 +0200 (CEST) (envelope-from Firstintbank®@aol.co.uk)

Received: (gmail 83117 invoked by uid 398); 15 May 2007 02:26:35 -0000

Received: from 208.70.7.41 ([208.70.7.41]) by 216.219.94.71 (Horde MIME
library) with HTTP; Mon, 14 May 2007 19:26:31 -0700

Message-ID: 20070514192631.1468c15vs4ks4g4c0216.219.94.71
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Date: Mon, 14 May 2007 19:26:31 -0700

From: "DR.CHUKWUWETA MIKE " Firstintbank@aol.co.uk
Reply-to: ptroom23401@yahoo.com

To: undisclosed-recipients: ;

Subject: URGENT ATTENTION NEEDED (ASAP)

Reverse IP engineering

Use some publicly available tool such as Network tools 2° .

%) Traceroute. Ping. Domain Name: Server (DNS) Lookup. WHOIS lookup 208.70.7.41 - Mozilla Firsfox =]

Fle Edt Mew Hstory Bookmarks Took Help

@ - C £y | 3¢ [ bttp://network tools com/tefaut asp Forog=ookupthost=208.70.7.41 v - Qs Geose p

| Agenda EDADY 3¢ RR || OSINTvZ |_| Agenda focal)

|| Reusers new Repertorum % | @ Awhois.com % | 3¢ Traceroute. Ping. Domain Name _ x | [~
Manage M|

Network-Tools.com

91.181.142.151 has not accessed this page recently

Streamline Windows Administre
w

VW g
Ac

€ Ping  Express

Anti-Spam Solution for Your Network GFI MailEssentials blocks 99% of spam and phishing email at server level! Free up your
network from spam - get your FREE 30 day trial today!

© URL Decode

& Lookup ' DNS Records (Advanced Tool)

C URL Encode

© Trace © Network Lookup

© HTTP Headers [ ssi

© Whois (IDH Conversion Tool) ' sSpam Blacklist Check

I convert Base 10 to 1P

208.70.7.41

IP address: 208.70.7.41
Host name: host41 gbbc7 juch-tech.com

208.70.7.41 is from Canada(CA) in region North America

 Email Verification

4]

o

| Done

|/ |zotero

Figure 29: Network Tools for reverse IP engineering

(See figure 729)

ARIN

At least you found the main region (Canada). Let go to the Regional Internet Registry of that region
and try their WHOIS database to find more data. (offline) 2° (offline html 27 ).

Z5Network tools: network-tools.com/
26ChukwuwetaARINoutput . pdf
2TARIN.html
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6.3 Identifying Website owners/registrants

A domain name (and hence a website) must be registered via a local provider. The data registered is
in the public domain in so called WHOIS services.

Why?

Consider http:/ /www.washingtonmonument.com

It is strongly recommended to do a WHOIS check on every domain unknown to you.

1. To validate the data
2. Tojudge reliability

3. To identify hoax websites or fraud.

Required is some knowledge of the domain name system.

Example
Who is the registrant of http:/ /www.reuser.biz?

(See figure “30)

WHOIS services

Plenty. Each Regional Internet Registry has one, each national registry has one for each country.
In addition, there are many ’free” services offering WHOIS (or Domain Research). Have a look at
Reuser’s New Repertorium at the category of Internet tools 25 .

ZInternet tools: http://rr.reuser.biz/internet tools
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) Express

) DNS Records (Advanced Tool) ) URL Encode

) Network Lookup

O HTTP Headers [ssL

Whois (DN Conversion Tool) ) spam Blacklist Check © Email Verification
[ convert Base-10 i 1P [ Mon-cached DNS
www.reuser.biz m
+1 le +1'd this

Privacy.net reviews the KeePass password safe. 100% Free tool that manages passwords, software licenses, ATM pins and
maore

Whois query for reuser.biz

Results returned from whois.biz

Domain Name REUSER BIZ

Domain ID DE462889-BIZ

Sponsaring Registrar. REGISTER.COM
Sponsaring ReYistrar IANA 1D 9

Registrar URL (registration services):  www.register.com
Domain Status: clientTransferProhibited
Registrant ID: 9C61DF16BABC292C
Registrant Name Arno Reuser

Registrant Organization: Arno Reuser
Registrant Address1 De Wetstraat 16
Registrant City: LEIDEN

Registrant Postal Code: 2332 XT

Registrant Country: Netherlands

Registrant Country Code: NL

Registrant Email: reuser@xs4all.ni
Administrative Contact ID 228B3C035DBCETAS
Administrative Contact Name: Wuurwerk Internet
Administrative Contact Organization Tele2 Zakelijk
Administrative Contact Address1 Wisselwerking 58
Administrative Contact City. Diemen
Administrative Contact Postal Code 1112 X5
Administrative Contact Country: Netherlands
Administrative Contact Country Code: NL

Administrative Contact Phone Number. +31.207501400

Figure 30: WHOIS Reuser
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7 Searcher’s behaviour

7.1 What happened to the Facebook login?

1. A website publishes an article about the cooperation between Facebook and AOL Instant Mes-
senger

2. Users can use both services with a single login
3. The page ranks number one on Google when searching for ”facebook login”

4. Hundreds of users mix up the article with Facebook Login page, and are most confused

Facebook wants to be your one true login 2 / Mike Melanson. - ReadWriteWeb, 10 February 2010.

(live link 3° ) (Offline 3! )

29FacebookLoginRWW .pdf
3Onttp://www.readwriteweb.com/archives/facebook_wants_to_be_your_one_true_login.php
31 facebook_wants_to_be_your_one_true_login.php.html
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8 A little warning

8.1 A law

When to publish something online? (mail, queries, documents, ...)

A safe(r) publication law

IF: anything you publish can be retrieved:

1. By everybody and anybody
2. All over the world

3. For many, many years

AND: you consider the risc that the information you publish can hurt you is very low
THEN publish

ELSE wait OR stop OR end
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